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Abstract
The automotive domain is in transition from a driver focus towards autonomous-system-based mobility. This
transition is being taken even further with the development of cooperative driving, where (semi) autonomous
vehicles (AVs) are cooperating in executing various driving functions.
With the increase in IT-based functions in autonomous and cooperative driving, a joint approach is needed
to keep future vehicles safe and secure. Cooperative driving is based on ad-hoc networks of autonomous or
semi-autonomous vehicles that can perform collaborative driving functions. Participating vehicles may travel
very closely together safely and at high speeds.
There are various technologies that enable the transition to autonomous-system-based mobility, resulting in
highly connected interdependent systems. Whereas before it was sufficient to have a safe and secure vehicle,
now with increased cooperative functionality it becomes paramount to be able to determine the security and
safety state of vehicles in these cooperative functions.
The security and safety requirements vary depending on the vehicle-related application and required
connectivity. In this whitepaper, we focus on applications that demand both security and safety. With
vehicles becoming more and more connected to broaden the possibilities in autonomous and collaborative
driving, this trend also gives rise to specific challenges related to this connectedness. In this whitepaper, we
focus on two areas, with each having its own challenges.
The first is the objective of keeping autonomous vehicles safe and secure. The main challenge in
establishing this is:
•

How can the system determine if it is in a state where it is safe and secure to engage an
autonomous function?

The second is establishing safe and secure collaborative driving and keeping that collaboration safe.
Challenges to achieve this include:
•

How can the trustworthiness/reliability of sensor information from other collaboration vehicles
be identified?

•

How can it be determined that the other systems are in a state where it is safe to engage in
collaborative driving configurations?

In this whitepaper we explore these challenges, leading to the general conclusion that we believe that a
negotiation of security and safety functions between vehicles in cooperative driving functions is necessary
to create a system that is future proof. It is inevitable that over time, vehicle capabilities will change, security
capabilities will change, and new systems and solutions will be designed. A robust negotiation mechanism
that takes this into account is therefore necessary in order to be able to take advantage of the safety and
security capabilities of newer vehicles.
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As for future developments, the push toward autonomous and cooperative driving is driven by possibilities
of ICT, and it’s dramatically altering the automotive landscape. Although the functionality is very promising,
the implications for cybersecurity and functional safety are still not very clear. The lag in co-engineering
functional safety and cybersecurity makes it especially unclear where the industry is heading. The lag in
regulatory frameworks for both the vehicle itself as well as the regulations for specific cooperative driving
functions also make it impossible to predict the future for cooperative driving.
The approach for this whitepaper was to start with a technological perspective on the developments in
autonomous and cooperative driving, but our conclusion is that this gives too limited a view on the market
to pinpoint the potentially most successful solutions for the identified problem areas. Since a business case
is needed to push adaptation of security measures, a key recommendation is to conduct a study on the
potential business cases that compel autonomous driving, especially cooperative driving technologies.

Introduction
The automotive domain is in transition from a driver focus towards autonomous system based mobility. This
transition goes even further with the development of cooperative driving, where (semi) autonomous vehicles
(AVs) are cooperating in executing various driving functions.
Unlike traditional information technology (IT) systems where the focus is on security, in autonomous systems
functional safety is the primary focus. With the increase in IT-based functions in autonomous and cooperative
driving, a joint approach is needed to keep future vehicles safe and secure. For example, a secure AV may
initiate a routine to pull over and stop when a vulnerability in its LIDAR software is attacked, but requiring
this for a vehicle that is transporting expensive or hazardous materials may not be a safe solution.
An autonomous system (AS) should be able to sense the environment, execute tasks, and compensate for
errors without human intervention, e.g., perform self-maintenance. Failure to do so can have a significant
impact: a vehicle may crash or cause unsafe traffic conditions.
Cooperative driving is an ad hoc network of autonomous or semi-autonomous vehicles that can perform
collaborative driving functions. Participating vehicles may travel very closely together safely and at
high speeds. One form of cooperative driving is a platoon on a highway consisting of a train of cars or
trucks whose speed and distance may be determined in part by local sensors and in part by inter-vehicle
communications. Another form of cooperative driving is a network of vehicles coordinating their movements
through a congested city. Some benefits of these forms of cooperation include:
•

Lower fuel consumption due to fewer travel interruptions and reduced air resistance;

•

Reduced road congestion due to more efficient packing of vehicles on a road;

•

Reduced travel time due to faster median travel speed (less stop-and-go); and

•

Fewer traffic collisions due to fewer opportunities for collisions.
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There are various technologies that enable the transition to autonomous-system-based mobility, resulting in
highly connected interdependent systems. Whereas it was sufficient to have a safe and secure vehicle, now
with increased cooperative functionality it becomes paramount to be able to determine the security and
safety state of vehicles in these cooperative functions.
The security and safety requirements vary depending on the vehicle related application and required
connectivity. In this whitepaper we focus on applications that demand both security and safety. This is for
instance the case when a cybersecurity breach could lead to ‘bad’ updates of functions within a vehicle.
Another example is where a cybersecurity vulnerability could decrease the assurance in the information
needed for cooperative driving functions.

Background
That the cybersecurity threat is relevant, even in the context of safety, is illustrated by numerous hacking
incidents on vehicles, including those reported on a Ford Escape and Toyota Prius in 2013 (Seabaugh, 2013)
and a Jeep Cherokee in 2015 (Greenberg, 2015). An estimate of 471,000 vehicles on the road are equipped
with vulnerable Uconnect systems, an Internet-connected computer feature, including GM Onstar, Lexus
Enform, Toyota Safety Connect, Hyundai Bluelink, and Infiniti Connection1.
Active companies and overall market
The companies who are active in this domain are very diverse. Companies that are involved in both functional
safety and cybersecurity include OEMs such as General Motors, Porsche, Ford, as well as their subsidiaries
such as Volkswagen AG. Based on a patent search, their primary focus seems to be on functionality for
autonomous and assisted driving, including aspects related to active safety.
In addition, we see specific cybersecurity companies, including Symantec Corporation as well as TowerSec,
a subsidiary of Samsung Electronics Co., Ltd., focusing on automotive cybersecurity. Their patents include
methods to detect intrusions or anomalies in in-vehicle or V2V networks.
A third (smaller) category includes insurance companies, like Allstate Insurance Company, whose patents
focus on, for example, using sensor data transmitted via V2V networks to calculate driver scores for multiple
(surrounding) vehicles.
A report on patents for self-driving, “autonomous” cars from the Intellectual Property and Science division of
Clarivate (Thomson Reuters, 2016) shows that although numerous OEMs are pursuing autonomous driving,
Toyota is by far the global leader in the number of self-driving car patents. Toyota is followed by Germany’s
Robert Bosch GmbH [ROBG.UL], Japan’s Denso Corp (6902.T), Korea’s Hyundai Motor Co (005380.KS) and
General Motors Co (GM.N). The tech company with the most autonomous-driving patents, Alphabet Inc’s
(GOOGL.O) Google, ranks 26th on the list.
An overview from CB Insights (CB Insights, 2016) from 2016 shows the investments, mergers and acquisitions
of the major automakers over a period of five years. That overview shows that major investments were
made in automotive capabilities, including safety technology needed in the race toward full autonomous
capabilities and additional services for its brand users.

1

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Safety and Security in Autonomous Systems
In vehicle security development, the approach has been to apply a defense-in-depth strategy where different,
usually escalating, layers of defense are applied at deeper levels of the communications stack. Generally the
defense-in-depth approach is aimed at preventing attacks from occurring, but is usually not very well suited
to handle compromises within a system. Even if a vehicle is not attacked itself, its safety can be at risk when
it is unable to establish that other parts of the autonomous system (e.g. other vehicles) it interacts with are
compromised and should therefore not be trusted. With the increase in cooperative driving and dependency
on IT for these functions, the focus on protecting the vehicle itself from cyberattacks is not sufficient anymore.
As more information and communication technology (ICT) dependent functionality is introduced into the
automotive domain, it may be increasingly difficult to determine if the security focus sufficiently supports
the safety of connected vehicles, although carmakers are thinking about their digital security more than
ever before2. While the focus for ICT in the automotive domain is on new digital services enabled by internet
connectivity, security solutions are needed to protect the business models behind these services as well as
security solutions to protect the safety of vehicles. The latter is the case where connectivity functions are
directly or indirectly used in conjunction with vehicle functions and their functional safety requirements.
This is enhanced by the difference in speed, where vehicle functions need to be protected over a period of
decades, while new ICT-enabled functionality (e.g., automated driving) and services (e.g., real time detailed
maps) are developing at a much faster pace. This is in line with expert findings that any modern vehicle could
be vulnerable3.
This leads to opportunities for new technological innovations in this area. Interconnected IT systems have
the tendency to be complex, which makes them vulnerable to cyberattacks. These attacks are not limited
to the car itself but could originate anywhere in the connected system. Protecting automotive vehicles from
such attacks requires combining measures that prevent them with measures that aid in the detection and
repression of attack impacts. This is especially true for attacks that endanger the functional safety of a car.
From closed to interconnected systems
Historically, automotive networks were designed as closed private networks using automotive-specific
communication standards such as CAN, LIN, FlexRay. Since those are all wired communication standards,
security was basically achieved by limiting the physical access to the wires, protecting access through hiding
those wires in the sheet metal.

2

Josh Corman, the cofounder of “I Am the Cavalry”, a security industry organization devoted to
protecting future Internet-of-Things targets like automobiles and personal health devices.

3

Prof. Stefan Savage from UCSD At Usenix 2015 conference
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In the last couple of years wireless communication systems for multiple standards (e.g., Bluetooth, 3G/
LTE, WiFi, V2X) have been added to vehicles somewhat as an add-on without redesigning the internal
communications network. The effects of that development are now visible in a number of public hacking
activities as listed earlier.
Additionally, new applications (e.g., connected car, automated driving) and requirements for high speed data
networks are driving a major change to vehicle networks. In the process of this upgrade, high-end security
mechanisms must be applied to guarantee in-vehicle security from intrusion in the next decade.
V2X and LTE: Two examples of developments in automotive communications
Although it is foreseen that V2X (communications between vehicles, and with the roadside infrastructure)
will be one of the key information sources for the safety of the automated car, V2X-related standards and
technology for vehicle communications can be considered a newcomer compared to other features of the
car industry. Current V2X security standards cover general aspects and approaches, but due to ongoing
technological development, they are forced to be revised and enhanced regularly.
The standards developed are different per geographical region. For example, in the U.S. the WAVE/DSRC
technology standards were developed, and in the EU, ETSI adheres to ITS-G5 standards. Since they are
technologically not very different from a security point of view, we will only focus on ITS-G5.
ITS-G5 specifies how to secure the communication between two vehicles, or between vehicle and
infrastructure. Furthermore, it specifies how vehicles that have been pre-provisioned with some sort of
credentials can obtain authorization and obtain more credentials, and how this communication itself is
secured. Recommendations on how to store the credentials securely are given. There has been an initiative
led by the Industrial Technology Research Institute (ITRI) to also work on the detection and management of
malicious behavior, which has been delayed and has led to an ‘early draft’ (v0.0.8) TR until now (ETSI TR 103
460). The security in ITS-G5 relies entirely on asymmetric cryptography and a global PKI.
As with V2X technologies, LTE is also being developed as a technology underpinning safety-related functions
in autonomous systems. The 3GPP working groups have taken the approach to specify the lower layers only.
This means that in 3GPP specifications (3GPP TS 33.185), only the security for authorizing a UE to use the
V2X communication channel is specified. In fact, TS 33.185 is limited in scope to what is important for the
network operator. For security above these layers, the mechanisms from ITS-G5 are assumed, leaving the
3GPP specifications relatively open-ended with respect to security. Safety-related aspects are not touched in
these specifications.
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Developments in sensor technologies
Different types of sensors enable vehicles to make sense of their environment, allowing (semi) autonomous
vehicles to react accordingly. The reliability of such sensors is an essential ingredient to realize safety. There
are several different sensor technologies (Rychel, 2017):
•

Ultrasound sensors send out sound waves to reveal the location of other objects

•

Image sensors generate images of the vehicle’s surroundings

•

LIDAR sensors scan their environment using non-visible laser beams

•

RADAR sensors send out electromagnetic waves to estimate distance and speed of obstacles

What is important is to note that all these sensors contain some form of software and are connected via
the in-vehicle networks. This means that they could potentially contain undiscovered vulnerabilities. While
the processes for designing these systems in the context of functional safety limits these vulnerabilities, the
cybersecurity threats are not always taken into account. Even if the systems in a vehicle are well protected
against both safety and cybersecurity threats, that doesn’t guarantee that the IT and communication
functions of other systems in the eco-system are secured. Additional protection is needed to establish safe
and secure cooperative driving systems consisting of a network of vehicles.
Regulatory considerations
Vehicle-related regulations are developed within the world forum for the harmonization of vehicle regulations
(WP.29) residing under the United Nations Economic Commission for Europe (UNECE). Within WP.29 an
informal working group is tasked with topics such as guidance, amendment conventions and remote control
in the context of cybersecurity and vehicle safety. Within WP.29 there is also a specific taskforce looking
into cybersecurity and safety/security updates. This taskforce under the international Working Group for
Connected and Automated Vehicles (CAV) began last year and has an objective to propose and develop
solutions for these topics. Currently the International Organization of Motor Vehicle Manufacturers (OICA)
is in the lead for security. Since these requirements are still under development, there are no specific
cybersecurity requirements for autonomous or cooperative vehicles yet. Furthermore, draft requirements
currently show no explicit connection between functional safety and cybersecurity.
At the country level, there are numerous initiatives. In experiments conducted on public roads, the main focus
seem to be on creating exemptions or broadening local regulations for cooperative and autonomous driving.
The leading country in cybersecurity in relation to automotive regulatory requirements seems to be the
United States where, led by Senator Markey, there is a push for legislation (Ed Markey, United States Senator
for Masssachusetts, 2015). The general consensus is that growing this type of legislation is paramount,
but the way forward is still part of the debate (Kulich, 2017). This means that concrete cybersecurity
requirements are still lacking. Singapore, one of the countries experimenting with cooperative and connected
mobility, is also pushing a cybersecurity bill4. Since the focus is on critical information infrastructure
protection, it is not yet clear how this may impact vehicle cybersecurity requirements.
V2X connectivity is mainly driven by developments in G5 technology, which is mandatory in the US but not
required in the EU. From a regulatory viewpoint no developments are seen that will mandate the use of
specific technologies. Only exemption is the EU requirement for eCall, but that is outside the scope of our
search area.

4

https://www.csa.gov.sg/~/media/csa/cybersecurity_bill/draft_cybersecurity_bill_2017.ashx?la=en
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Relevant standards
A study performed by the National Highway Traffic Safety Administration (NHTSA) (Van Eikema Hommes,
June 2016) showed that ISO 26262 (ISO 26262, 2011) is the most relevant safety standard for automotive
electronic control system safety. ISO 26262 is an international standard for functional safety of electrical and/
or electronic systems in production automobiles. As defined in ISO 26262, the standard:
A. provides an automotive safety lifecycle (management, development, production, operation, service,
decommissioning) and supports tailoring the necessary activities during these lifecycle phases;
B. provides an automotive-specific risk-based approach to determine integrity levels [Automotive Safety
Integrity Levels (ASIL)];
C. uses ASILs to specify applicable requirements of ISO 26262 so as to avoid unreasonable residual risk;
D. provides requirements for validation and confirmation measures to ensure a sufficient and acceptable
level of safety being achieved; and
E. provides requirements for relations with suppliers.
With regard to cybersecurity, the SAE5 has developed a standard on Cybersecurity Guidebook for CyberPhysical Vehicle Systems referred to as J3061 (SAE, January 2016). This standard provides a set of high-level
guiding principles for cybersecurity as it relates to cyber-physical vehicle systems. In particular, it provides:
A. a process framework, analogous to the process framework described in ISO 26262, to incorporate
cybersecurity within an organization’s development processes;
B. information on some common existing tools and methods used when designing, verifying and
validating cyber-physical vehicle systems;
C. basic guiding principles on cybersecurity for vehicle systems.
In addition, ISO TC 22/SC 32 is working on the development of standard ISO/SAE 21434, Road Vehicles Cybersecurity Engineering.
Industry-best practice guides
In recent years, several industry-best practices have been published on cybersecurity for vehicles. The most
relevant are:
•

NHTSA’s Cybersecurity Best Practices for Modern Vehicles, (NHTSA, October 2016)

•

ACEA’s Principles of Automobile Cybersecurity, (ACEA, September 2017)

•

ENISA’s Cyber Security and Resilience of Smart Cars – Good practices and recommendations,
(ENISA, December 2016)

All these guides provide valuable insight into the safety and cybersecurity challenges related to autonomous
and cooperative driving. Although these guides also provide recommendation on security functions, these
typically stay at a rather high and abstract level.

5

https://www.sae.org/
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With respect to the combination of safety and security, it is relevant to mention that in the NHTSA study
(NHTSA, October 2016), cyberattack detection in combination with safety is mentioned:
“In addition to identifying risks and analyzing potential threats, the automotive industry should
establish rapid detection and remediation capabilities. If a cyberattack is detected, the safety risk
to vehicle occupants and surrounding road users should be mitigated and the vehicle should be
transitioned to a reasonable risk state.”
In the ENISA study (ENISA, December 2016), a good overview of threats, risks and security measures (i.e.,
good practices) is given. Although intrusion detection and trusted execution environments are mentioned in
the report, they are not yet included in the list of good practices.

Problem Areas
The transition from a vehicle and driver focus towards autonomous and cooperative driving functions comes
with some specific challenges. With increased connectivity and dependency on ICT functions for both
autonomous and cooperative driving, the potential impact of cybersecurity threats demands a shift from a
functional safety-centered view of the automotive domain towards a joint cybersecurity and functional safety
approach.
With this as background the problem areas in the automotive domain are:
1.

Maintaining a level of functional safety of autonomous vehicles while dealing with an increase in
potential vulnerabilities and attack vectors.

2. Establishing cooperative driving in an environment with increased dependency on other vehicles’
functions that may be vulnerable to attacks, which therefore could affect the functional safety of the
cooperative driving functions.
Challenges
With vehicles becoming more and more connected to broaden the possibilities in autonomous and
collaborative driving, it also gives rise to specific challenges related to this connectedness. In this
whitepaper we focus on two areas with each having its own challenges.
The first is the objective of keeping autonomous vehicles safe and secure. The main challenge to establishing
this is:
•

How can the system determine if it is in a state where it is safe and secure to engage an
autonomous function?
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The second is establishing safe and secure collaborative driving and keeping that collaboration safe.
Challenges to achieve this include:
•

How can the trustworthiness/reliability of sensor information from other collaboration vehicles
be identified?

•

How can it be determined that the other systems are in a state where it is safe to engage in
collaborative driving configurations?

How to adjust functionality based on a cybersecurity and functional safety assessment
With increased vehicle connectivity also comes the increase in potential attack vectors that may influence the
overall safety of a vehicle. Defending the vehicle against attacks is one of the essential elements to keeping
the vehicle safe, but is not sufficient. In cases where a vulnerability cannot be fixed and attacks are possible,
other mitigating measures need to be taken. This is especially true when functional safety is potentially
affected since a cybersecurity vulnerability doesn’t automatically mean that it can be exploited or will affect
a safety function. Therefore, an assessment is needed to determine if any advanced driver functions might
be affected. This assessment depends on a specific vehicle’s configuration and its specific attack vectors.
In cases where a solution that can mitigate the vulnerability is not available, other steps need to be taken
to maintain the safety of the vehicle, which may result in temporarily disabling a function or increasing the
safety parameters of a function.
How to establish safe and secure collaborative driving
In order to establish cooperative driving, the cooperating vehicles need to safely collaborate. It is expected
that over the overall lifecycle of the vehicles, some vehicles will still be using technology which cannot be
fully secured. This means that not all vehicles will have the same capabilities, and it is therefore essential
to establish the capabilities and assurance levels of the other vehicles in a cooperation. One approach
is to set a minimum assurance level for cooperative driving, but that limits the possibilities for specific
collaborations. A more flexible approach is to establish collaborative driving with a limited number of
vehicles based on collaboration-specific requirements. This may be the case for high speed collaborations,
where the participating vehicles all need to meet stricter requirements. Other vehicles that don’t meet these
requirements are not allowed to participate in that specific collaboration. To achieve this, vehicles need the
ability to establish an accurate and trustworthy assurance level over time.
Other vehicles need the ability to check the requirements and, depending on the collaborative functionality it
is being used for, to establish the level of assurance of these requirements.
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How to detect and remove misbehaving vehicles from cooperative driving
With the automation of cooperative driving functions, it becomes important to think about misbehavior of
vehicles. Misbehavior can come from system malfunctions but also from intentional malicious behavior. In
both cases there is a need to exclude vehicles that are misbehaving from cooperative driving. Vehicles must
have the ability to merge into existing cooperative driving configurations, such as merging into dense traffic
at an on-ramp. However, it should also be possible to reject such merges in specific situations. For instance,
a merge might be rejected to prevent hijacking of vehicles using cooperative driving functions or due to
malicious behavior that interferes with the objectives of other vehicles, such as achieving maximum fuel
economy or avoiding dangerous routes.
How to establish collaborative Electronic Data Recorders (EDR) for platoons
The increase in vehicle sensors, in combination with more logging of data for analysis purposes, opens up the
possibility of new means for post-accident analysis. Vehicles from road users will need a means to securely
log data in an Event Data Recorder (EDR), also known as a “black box”, so that in case of an accident, it is
possible to access and reconstruct the events leading up to the accident. In current solutions, these EDRs
are restricted to only recording the events in the vehicle itself. In case of platooning or other forms of
cooperative driving, EDRs should also record the relevant actions of the involved vehicles’ behavior in an
immutable form. With the introduction of LIDAR, cameras and other sensors that ‘look outside’ the vehicle,
information related to other vehicles becomes available for witness reports. An example of this would be a
vehicle recording an accident between other vehicles.
The main advantage of a distributed collaborative EDR capability is that it makes it more difficult for
individual members to manipulate log information. Also, providing a structured means to distribute the log
information makes forensic analysis more reliable and facilitates the identification of vehicles for which the
EDR is not recording EDR functionality event data as it should.
The possibility to communicate that an EDR capability with specific functionalities is available may increase
trust when forming platoons, and provide an automated means for forensics analysis for insurance/liability
handling, as well as accident analysis. In this case, an example of capabilities are the types of data an EDR can
record (such as speed, camera, V2X communication, etc). Another example of a capability is the type of EDR
(such as collaborative and/or vehicle centric).
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Conclusion
In general, we believe that a negotiation of security and safety functions between vehicles in cooperative
driving functions is necessary to create a system that is future proof. It is inevitable that over time, vehicle
capabilities will change, security capabilities will change and new systems and solutions will be designed. A
robust negotiation mechanism that takes this into account is necessary in order to be able to take advantage
of the safety and security capabilities of newer vehicles.
Reflections on the problem areas
Especially in situations where multi-brand cooperative driving (and platooning) is the objective, a
standardized approach on exchange of cybersecurity and functional safety information exchange between
participating vehicles is required. Different technologies are being developed that could be extended to
support this information exchange such as ITS-G5, an automotive specific WiFi-based standard, and 5G,
which is the next generation for mobile networks. Which technology will ‘win’ depends on whether car
manufacturers are willing to adapt that particular technology. A further dependency could be whether
road authorities are willing to adopt an approach which requires certification requirements for specific
cooperation types depending on the state of cybersecurity and the functional safety of vehicles. Such a
certification scheme would be beneficial for developments in the problem areas, but would not be strictly
necessary for adoption of new solutions. This means that depending on further developments in both the
area of functionality as well as in the regulatory domain, the problem areas may shift or potentially new
problems will arise.
For EDR capabilities there are also various scenarios possible. One limitation on the availability of EDR is the
relatively high costs for installation (Yao, 2018). With the introduction of autonomous vehicles, a transition is
beginning where traditional vehicles are transforming, and IT and data-driven platforms and capabilities that
can be (re)-used for EDR are becoming more of a standard function. Practical examples (such as Tesla) show
that EDR-like capabilities are used for continuous monitoring and improvement of vehicle functions. This
business driver may be the key proponent for EDR functionality and new business cases.
•

Recording vehicle-based events only

•

Recording events coming from other vehicles

•

Storing events per vehicle in a vehicle-centric storage (local, cloud)

•

Storing events distributed amongst other vehicles and infrastructure
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Future developments
The push toward autonomous and cooperative driving, which is largely driven by the possibilities of ICT, are
dramatically altering the automotive landscape. Although the functionality is very promising, the implications
on cybersecurity and functional safety are still not very clear. The lag in co-engineering functional safety and
cybersecurity makes it especially unclear where the industry is heading. The lag in regulatory frameworks
for both the vehicle itself as well as the regulations for specific cooperative driving functions also make it
impossible to predict the future in cooperative driving.
This uncertainty is fed by rapidly emerging new ICT-based companies developing a broad spectrum of
cybersecurity functionality and automotive functionality. While cooperative driving functionality is being
tested on the road, it is still not very clear what the business cases for cooperative driving functions are
and how they will be incorporated into existing or new business models. In the short term, we expect that
cooperative driving will be pushed by developments for commercial platooning. Ideally these developments
will find their way towards the consumer-oriented applications.
Cooperative driving for commercial vs. consumer-oriented applications
In this whitepaper, we have partly focused on cooperative driving functions, which from a technology
perspective seem feasible. The incentives to invest in the technology that is needed to implement the
proposed functionality is not that straightforward. During the development of the problem areas, most focus
seems to be on commercial platooning as a driving force for cooperative driving. The main reason may be
that the business case would be sufficient in commercial platooning to justify these additional measures and
technology investments. The assumption for this is that one of the purposes for platooning is fuel economy.
Recent announcements by Daimler shows that this may not be a driver pushing platooning developments
(Smith, 2019). When platoons are managed via fleet owners it seems realistic that this will be supported with
some kind of payment system to compensate trucks driving in front. If this will be the case, the platoons’
objectives would be to keep disturbances to efficient driving as low as possible, hence the potential need to
eject any vehicle that (potentially) interferes with that objective. For ad hoc platooning or other cooperative
driving functions with consumer vehicles, the business case maybe more difficult to achieve, unless a welldefined micro-payment system is available. In such cases it should be possible to eject misbehaving vehicles
(such as non-compliant to a payment agreement) from an ad hoc platoon. Other reasons may be legal
requirements but looking at the diverse landscape of legal frameworks worldwide (see also Regulatory
Considerations), it is very difficult to predict which direction this will go and how it will influence the
establishment of cooperative driving technology.
Recommendations
In order for security technology to be used, there should be a business case driving the adoption. The
approach for this whitepaper was to start with a technology perspective on the developments in autonomous
and cooperative driving. Our conclusion is that this gives too limited a view on the market to pinpoint the
potentially most successful solutions for the identified problem areas. A key recommendation therefore is
to do a study on the potential business cases that drive autonomous driving, especially cooperative driving.
Since the latter is becoming dependent on communication and information exchange to preserve functional
safety and security, it’s a promising area where implementations of a solution are potentially easy to spot
since message exchanges will have to be standard messages and cars compliant with the standard should
therefore respond to the messages in a predictable way. This, opposed to the internal workings of the
vehicles, will be more difficult to spot due to increased system complexity.
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